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Risk & Export Control Assessment for Collaborations with External Visitors _ interim backlog version
Department of Engineering, University of Cambridge (Dec 25)

Please read this form in conjunction with the University Research Office visitor security guide

*Starred questions are mandatory

	*Visitor details
	

	Full name and title of visitor
	

	Full name and title of Host in Cambridge
	

	Visit duration
	

	*Home institution information
	

	Name
	

	Department/Research Institute:
	

	*Home research group information
	

	Research group leader’s name and position
	

	Name of group
	

	Primary research area(s)
	

	Website link
	

	Visitor’s position in the group
	



Complete the sections below with a statement of the research activity in Cambridge. 
This statement should be completed by the Cambridge Host, with input from the Visitor and the Visitor’s Line Manager and should be no less than 300 words:

*What research will the Visitor undertake? (include specific activities, details of experimental work, use of equipment, and IT software & technology)
 



*Who will the visitor work with? 


* Will the visitor work with other people in addition to the host e.g. other academics / labs /divisions / departments? If so, provide details:




* Have you completed export control training? YES/NO (delete as applicable) 

	*Risk factors to be considered regarding the facility in preparation of visitors
	Delete as relevant
	                                        Risk mitigation for host if Yes

	Does your facility hold equipment, software or technology which is subject to UK export control legislation?
	Y/N
	· Ensure you know which pieces of equipment, software or technology are subject to UK export control regulations by assessing them through the Consolidated UK export control lists (see the Export Control website for guidance).
· If you do work with controlled technology, software or goods, ensure that it they are stored securely and are labelled or tagged so that it is clear they are controlled. Preferably store controlled technologies in separate and labelled folders.
· Ensure that only those who need access to controlled material have access and ensure that such individuals have received export control training.

	Does your facility hold equipment, software or technology which is subject to US Export Control Regulations? 
	Y/N
	· Ensure you know which pieces of equipment, software or technology are subject to US export control regulations by checking with the manufacturer or seller and/or checking the Commerce Control List, or, in case of military items, software and technology, the United States Munitions List. US export control regulations are extraterritorial, and the US enforces them outside its borders. Breaches may also impact US federal funding.
· Refer to and use the University’s US procurement and compliance pack to identify the controls and their restrictions, and put a control plan in place to comply with the regulations. This may limit who can use US origin equipment, software or technology.
· Review whether allowing visitors to use US technology, software or equipment would breach US sanctions. This may especially impact US persons.

	Are areas in which staff work on sensitive or export-controlled research equipment open to other members of the research group?
	Y/N
	
· Consider whether access can be controlled.
· Ensure there is a clean desk policy.
· Seek advice, as required, from your local estates and safety teams.




· For further information on research security risks and guidance on how to navigate the UK export control lists and whom to contact if you have questions, visit the Export Control webpage maintained by the Research Office 
· Items and technologies considered by the UK government to be military or dual civilian-military use are listed on the strategic control lists (Consolidated list of strategic military and dual-use items that require export authorisation.

*Having considered Export Control issues, your assessment is that the visitor requires an Export Control licence – YES/NO (delete as applicable) 

*Please provide some detail on the justification for your response, for this specific case:



*If YES, please confirm that you have spoken with  researchgoverance@admin.cam.ac.uk  – YES/NO (delete as applicable) 

*Does the work involve animal or human subjects? 
YES/NO (delete as applicable) 

*After visit host responsibilities
It is the responsibility of the named host to ensure that visitors are ‘off-boarded’
	Risk factor
	Y/N
	Action to be taken if yes

	Could the visitor continue to access your data or other facilities remotely after the conclusion of the visit?
	Y/N
	Ensure that passwords are updated regularly and that access is promptly terminated upon the visitor’s departure.  
Get in touch with your departmental IT, estates and safety teams, as required, for local support.

	Could your visitor require an extension?
	Y/N
	Flag with the HR team 4 weeks ahead of the end of the visit

	Do you plan joint outputs or future projects? If so, do these involving export-controlled technology, has the visitor returned to a sanctioned or arms embargoed country, or are there WMD or military end use concerns? 
	Y/N
	Make the visitor aware that once they return to their institution an export control licence may be required to work on or finalise joint publications or engage in future collaborations.




I confirm that I approve the visitor’s invitation based upon this assessment and take responsibility for the visitor’s research work and management whilst in Cambridge. 

I confirm the above statements of research activity in Cambridge and analysis of the risk of that research are true and correct to the best of my knowledge:

	*Form sign off
	

	Name of the Cambridge Host
	

	Signature of Cambridge Host
	

	Date
	



If the Cambridge Host has an Emeritus status, name and signature of the Divisional Sponsor responsible for export control compliance: 

	*Divisional Sponsor sign off
	

	Name of the Divisional Sponsor
	

	Signature of the Divisional Sponsor
	

	Date
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